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(54) DATA TRANSMITTER, DATA RECEIVER AND MEDIUM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To improve reliability on secrecy protection of a control 
key, without increasing actual loads. 

SOLUTION: An STB 100 is equipped with an enciphering means 101 to allow a work 
key Kw to encipher AV data, a transmission side recognition means 102, which 
performs recognition with a VTR 200 and enciphers the Kc, a Kc generation function 
selection means 103 which incorporates plural functions and their function identifiers 
in advance and selects any one of the functions, a random numbers generation means 
104 to generate random numbers Kc’ to be used in generating the Kc, a Kc storage 
means 1 05 for storing the already generated Kc, a Kc generation means 1 06 for 
generating a new Kc by using part of the Kc generated in the past, the outputted 
random numbers Kc’ and a selected function fi with these as variable, and a Kw 
enciphering means 107 for enciphering the Kw by using the generated Kc. 
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CLAIMS 



[Claim(s)] 

[Claim 1] A transfer-request reception means to receive the data transfer demand 
from a data sink, A data transfer means to perform a data transfer to said data sink 
based on said transfer request, A 1 st encryption means to encipher said data 
transmitted based on the predetermined work-piece key Kw, A 2nd encryption means 
to encipher based on a control key Kc and to send the work-piece key Kw to said 
data sink, A secrecy element generating means to generate the secrecy element used 
for generation of said control key Kc, All or a part of control keys Kc generated in the 
past, and said generated secrecy element, It has a control-key generation means to 
generate the new control key Kc, using the 1st function which makes them a variable. 
The data source characterized by being what transmits said secrecy element to said 
data sink which has said 1st function when said control key Kc is newly updated. 
[Claim 2] A transfer-request reception means to receive the data transfer demand 
from a data sink, A data transfer means to perform a data transfer to said data sink 
based on said transfer request, A 1st encryption means to encipher said data 
transmitted based on the predetermined work-piece key Kw, A 2nd encryption means 
to encipher based on a control key Kc and to send the work-piece key Kw to said 
data sink, A control-key generation means to generate the new control key Kc, All or 
a part of control keys Kc generated in the past, and said newly generated control key 
Kc, It has a secrecy element generation means to generate a secrecy element, using 
the 2nd function which makes them a variable. The data source characterized by 




being what transmits said secrecy element to said data sink which has the inverse 
function of said 2nd function when said control key Kc is newly updated. 

[Claim 3] While decoding a transfer-request means to give a data transfer demand to 
the data source according to claim 1 or 2, and the enciphered work-piece key Kw 
which is transmitted from said data source based on said transfer request by the 
control key Kc A decryption means to decode the enciphered data based on the 
work-piece key Kw, A hysteresis information storage means to memorize said control 
key Kc already used for decode of said work-piece key Kw as hysteresis information, 

A function storing means to store said the 1st function or said inverse function, and 
said the 1 st function or inverse function stored. All or part of past control keys Kc 
memorized by said hysteresis information storage means The data sink characterized 
by having a control-key generation means to generate the new control key Kc, based 
on said secrecy element transmitted from said data source according to claim 1 or 2. 
[Claim 4] The control key Kc of said past used by the initial stage by said control-key 
generation means when requiring a data transfer from from while having already 
performed said data transfer with data sink with said another data source is a data 
sink according to claim 3 characterized by being said not control key Kc memorized 
by said hysteresis information storage means but the control key Kc transmitted from 
said data source. 

[Claim 5] The data source according to claim 1 or 2 characterized by transmitting to 
said data sink by making into initial information coding information in which the 
variable of said 1st function which said data sink has, or said inverse function 
contains said control key Kc in the stage when generating a control key Kc runs short 
of when the purport which performs said transfer is determined. 

[Claim 6] The data source according to claim 1 or 2 characterized by transmitting to 
said data sink by making said variable with which the variable of said 1 st function 
which said data sink has, or said inverse function contains said secrecy element in 
the stage when generating a control key Kc runs short of, and which run short into 
initial information when the purport which performs said transfer is determined. 

[Claim 7] When the purport which performs said transfer is determined, the variable of 
said 1st function which said data sink has, or said inverse function In the inside of the 
stage when generating a control key Kc runs short of, and the first half of (1) The 
data source according to claim 1 or 2 characterized by transmitting to said data sink 
in the second half of the first stage by making said variable which contains said 
secrecy element in the second half of (2) in the first half of the first stage by making 
coding information containing said control key Kc into information and, which run 
short into information. 

[Claim 8] The data sink according to claim 3 with which said initial information 
transmitted from the data source according to claim 5 is decoded in the stage which 
wants the variable of said 1st function or said inverse function for generating a 
control key Kc, it has an extract means to extract said control key Kc, and said 




decryption means is characterized by using said extracted control key Kc for said 
decode. 

[Claim 9] The data sink according to claim 3 characterized by said control-key 
generation means generating said control key Kc using said initial information 
transmitted from the data source of said six publications, and said function in the 
stage which wants the variable of said 1st function or said inverse function for 
generating a control key Kc. 

[Claim 10] In said first half the inside of the stage which wants the variable of said 1st 
function or said inverse function for generating a control key Kc, and (1) — In said 
second half information is decoded in said first half of the first stage in which it is 
transmitted from the data source according to claim 6, and said control key Kc 
extracts — having — (2) — [ moreover, ] The data sink according to claim 3 
characterized by generating said control key Kc in said second half of the first stage 
in which it is transmitted from the data source according to claim 6 using information 
and said function. 

[Claim 1 1] The medium characterized by recording the program for making a 
computer perform any of claims 1-10, or all or a part of means of each means of one 
publication. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 

[ 0001 ] 

[Field of the Invention] This invention relates to the data source, a data sink, and a 
medium. 

[ 0002 ] 

[Description of the Prior Art] A satellite broadcasting service receiver (this only being 
hereafter called STB) receiving, and recording on videotape the TV program sent by 
satellite broadcasting service with the VTR equipment connected to the receiver, or 
viewing and listening to it on television conventionally, is performed. 

[0003] in this case, conditional [ that by which record is forbidden in the image and 
voice data broadcast and conditional / record of is enabled only once ] — there are 
data. Therefore, in order to keep these conditions, it will be the requisite that 
recognize this condition correctly and a user side uses the equipment which operates 
to normal. 

[0004] Then, when transmitting data recordable once from STB, for example to VTR 
equipment, usually authentication and key exchange (AKE) actuation for checking first 
whether the VTR equipment is the above regular VTR equipments are performed. 




[0005] And when this authentication is not materialized, the VTR equipment used as 
the object for authentication is recognized as it being inaccurate equipment, and it is 
made not to transmit data to such inaccurate equipment. 

[0006] Hereafter, it explains focusing on the conventional the configuration and 
authentication actuation of STB and each terminal unit, referring to drawing 6 . 

[0007] Drawing 6 is the block diagram showing the conventional connection situation 
and conventional configuration of STB and each terminal unit, such as VTR equipment. 
[0008] As shown in this drawing, an antenna 1010 is a means to receive the 
broadcasting electric-wave from a satellite, and STB 1020 is a means to change the 
broadcasting electric-wave which received into AV data. The data transmission line 
1070 is a bus line for the data transmission in which STB1020 and each terminal unit 
described below were formed in between, moreover — a terminal unit — ****** 

VTR -- equipment — (— A — ) — 1030 — VTR — equipment — (— B — ) — 1040 
— a recording apparatus — ( — C — ) — 1050 — TV equipment (D) is further 
connected with STB 1020 by the data transmission line 1070. 

[0009] Next, the internal configuration of STB 1020 is described further, referring to 
this drawing. 

[0010] That is, the receiving means 1021 is a means to link directly with an antenna 
1010, to restore to the received data, to cancel the scramble for broadcast given to 
the received data, and to separate the received data multiplexed further. The 
encryption means 1022 is a means to encipher AV data outputted from the receiving 
means 1021 by the work-piece key Kw for the encryption which it had beforehand 
with a compression condition. Moreover, the control key Kc is beforehand built in 
STB 1020, and is a key for enciphering the work-piece key Kw with an encryption 
means. Furthermore, the encryption means 1022 is a means to encipher a control key 
Kc with the authentication means 1023 using the subkey generated as a result of the 
authentication actuation mentioned later again. 

[0011] The authentication means 1023 is a means to perform authentication using a 
predetermined secrecy function and to generate the subkey Ksa corresponding to an 
authentication partner as the result in order to confirm mutually whether each other’s 
both equipments are equipment of normal between the terminal units which have 
carried out AV data transfer demand. Moreover, the authentication means 1023 
makes all the secrecy functions (Sa, Sb, Sc, Sd, ... Sn, ...) of the proper which all 
terminal units have correspond with those identification numbers, and is held. The 
data transfer means 1024 is IEEE1394 known as a digital interface. The data transfer 
means 1 024 is a means to perform two transfers, the isochronous transfer suitable 
for a data transfer like the image for which the guarantee of real time nature is 
needed, or voice, and the asynchronous transfer suitable for a transfer of a data for 
authentication, a command, etc. without the need. In addition, AV data by which 
encryption was carried out [ above-mentioned ] are sent to the data transfer means 
1024 from the encryption means 1022. Moreover, the work-piece key by which 




encryption was carried out [ above-mentioned ], and the enciphered control key are 
sent to the data transfer means 1024 from the authentication means 1023. 

[0012] In addition, the enciphered AV data Kw (AV), the enciphered work-piece key 
Kc (Kw), and the enciphered control key Ksa (Kc) are sent to the terminal unit of VTR 
equipment 1030 grade from the data transfer means 1024. 

[0013] Next, the internal configuration of VTR equipment (A) 1030 is described 
further. 

[0014] The data transfer means 1031 is the same means as the data transfer means 
1024, and is a means to receive the enciphered work-piece key and enciphered AV 
data as shown in this drawing. The authentication means 1032 is a means to have the 
secrecy function Sa of a proper beforehand, to generate the subkey Ksa as a result of 
authentication, and to output to the decryption means 1033. The decryption means 

1033 is a means to decode the enciphered control key Ksa (Kc) which was obtained 
from the data transfer means 1031 by the subkey Ksa, to decode the work-piece key 
Kc (Kw) enciphered by this decrypted control key Kc, and to decode the AV data Kw 
(AV) enciphered by that decrypted work-piece key Kw. Record / playback means 

1034 is a means to record decrypted AV data and to reproduce the record data. 

[0015] in addition — others — a terminal unit — it is — VTR — equipment — ( — B 
— ) — 1040 — a recording device — ( — D — ) — 1050 — TV — equipment — ( — D 
— ) — 1060 — record / playback means — removing — the configuration and basic 
target of the above-mentioned VTR equipment (A) 1030 — being the same . However, 
the secrecy functions which each authentication means has beforehand will be Sb, Sc, 
and Sd, if it says in order of each above-mentioned equipment. Therefore, the 
subkeys generated by authentication with each equipment and STB 1020 will be Ksb, 
Ksc, and Ksd, if it says in above sequence. 

[0016] The content of authentication and key exchange is described [ in / next / the 
above configuration ] briefly. In addition, on these descriptions, a series of activities 
including an activity until it generates the subkey Ksx as a result of formation of 
authentication, and the activity of a transfer and acceptance of a control key Kc done 
after that shall be summarized, and it shall be called authentication and key exchange. 
[0017] For example, when performing AV data transfer demand from VTR equipment 
(A) 1030 to STB 1020, in advance of the activation, the following complicated 
authentications are needed. 

[0018] Step 1001: That is, first, the authentication means 1032 of VTR equipment (A) 
1030 generates random numbers A1 and A2, and enciphers this with the secrecy 
function Sa. Here, the enciphered random number is indicated to be Sa (A1, A2). The 
authentication means 1032 transmits Sa (A1, A2) and the self identification number 
IDa to STB1020 through the data transfer means 1031. Here, the identification 
number is beforehand given by the number of each terminal unit proper. 

[0019] Step 1002: In STB 1020, through the data transfer means 1024, the 
authentication means 1023 obtains Sa (A1, A2) and an identification number IDa, 




recognizes the identification number, and chooses the secrecy function Sa 
corresponding to it from two or more held secrecy functions. Thereby, the secrecy 
function which STB 1020 should use for authentication between VTR equipment (A) 
1030 is specified. 

[0020] Step 1003:, next the authentication means 1023 of STB 1020 decode Sa (A1, 
A2) which carried out [ above-mentioned ] reception using the secrecy function Sa, 
restore A1 and A2, and only the latter random number A2 is returned to VTR 
equipment (A) 1030, without enciphering. 

Step 1004:, next the authentication means 1032 of VTR equipment (A) 1030 compare 
the random number A2 returned from STB1020 with the random number A2 which 
oneself generated at the above-mentioned step 1001. If both random numbers are in 
agreement, it can be judged that STB 1020 is equipment of normal. 

[0021] Step 1005:, next the authentication means 1023 by the side of STB 1020 
generate a random number B1 and B~2, and encipher this with the secrecy function 
Sa. And Sa (B1, B-2) is transmitted to VTR equipment (A) 1030. 

[0022] Step 1006: With VTR equipment (A) 1030, the authentication means 1032 
decodes Sa (B1, B-2) which carried out [ above-mentioned ] reception using the 
secrecy function Sa, restores B1 and B-2, and return only latter random-number B-2 
to STB 1020, without enciphering. 

[0023] Random-number B-2 to which step 1007:, next the authentication means 1023 
have been returned from VTR equipment (A) 1030 is compared with random-number 
B-2 which oneself generated at the above-mentioned step 1005. If both random 
numbers are in agreement, it can be judged that VTR equipment (A) 1030 is normal 
equipment. 

[0024] By the above, it means that authentication was materialized and both sides 
can check that partner equipment is equipment of normal mutually. Consequently, AV 
data transfer to VTR equipment (A) 1030 is permitted. 

[0025] Four random numbers A1, A2, and B1 and B-2 have occurred for the 
authentication means 1023 and 1032 of both equipments as a result of this 
authentication. 

[0026] Then, next, both authentication means 1023 and 1032 use random numbers A1 
and B1, and generate the above-mentioned subkey Ksa, respectively. In addition, 
since not using a random number A2 and B-2 has the circumstances where these 
were transmitted without enciphering, on the occasion of generation of the subkey 
Ksa, those who use the random numbers A1 and B1 without such circumstances are 
because it sees from the safety of a key and excels more. 

[0027] With the encryption means 1022, using the subkey Ksa generated by carrying 
out in this way, a control key Kc is enciphered and the work-piece key Kw is 
enciphered using a control key Kc. These are sent to the authentication means 1023. 
Moreover, it is enciphered by the work-piece key Kw, and AV data are sent to the 
data transfer means 1 024. 




[0028] And the control key Ksa (Kc) by which encryption was carried out [ above- 
mentioned ], and the enciphered work-piece key Kc (Kw) are transmitted to VTR 
equipment (A) 1030 through the data transfer means 1024 from the authentication 
means 1023. Then, the enciphered AV data Kw (AV) are transmitted to VTR 
equipment (A) 1030 from the data transfer means 1024. 

[0029] On the other hand, with VTR equipment (A) 1030, the decryption means 1033 
decodes the enciphered control key Ksa (Kc) first using the subkey Ksa obtained from 
the authentication means 1032. Next, the work-piece key Kc (Kw) enciphered using 
the decoded control key Kc is decoded. Furthermore, the enciphered AV data Kw 
(AV) are decoded using the work-piece key Kw decoded by carrying out in this way. 
[0030] In addition, the work-piece key Kw which STB1020 uses is periodically 
changed during data transfer, in order to secure the safety of transfer data. 

[0031] Therefore, the new work-piece key Kw enciphered whenever the work-piece 
key Kw was changed is sent to the terminal unit under data transfer from STB 1020. 
[0032] 

[Problem(s) to be Solved by the Invention] However, in the way of such conventional 
data transfer, since the work-piece key Kw enciphered by the control key Kc will also 
be temporarily decoded supposing a control key Kc is decoded by the inaccurate 
person, it had the technical problem that enciphered AV data would be decoded by 
the inaccurate person as a result. 

[0033] In this case, as part of authentication and key exchange, since a control key 
Kc is transmitted, if a control key Kc is only merely updated, it is necessary to 
perform actuation of authentication and key exchange at every updating 
conventionally, although it is possible to update a control key Kc, as mentioned above. 
[0034] However, if actuation of authentication and key exchange is again performed at 
every renewal of Kc, processing of a up Norikazu ream until it generates a new 
subkey etc. will serve as a big burden for both equipments. Then, an invention-in- 
this-application person used to consider improving the security of a control key Kc by 
updating a control key Kc, without increasing the burden by actuation of 
authentication and key exchange on parenchyma compared with the former. 

[0035] This invention aims at offering the data source which can raise the 
dependability about the nondisclosure of a control key Kc further compared with the 
former, a data sink, and a medium in consideration of the technical problem mentioned 
above, without increasing the burden on operation compared with the former. 

[0036] 

[Means for Solving the Problem] A transfer-request reception means by which this 
invention according to claim 1 receives the data transfer demand from a data sink, A 
data transfer means to perform a data transfer to said data sink based on said 
transfer request, A 1 st encryption means to encipher said data transmitted based on 
the predetermined work-piece key Kw, A 2nd encryption means to encipher based on 
a control key Kc and to send the work-piece key Kw to said data sink, A secrecy 




element generating means to generate the secrecy element used for generation of 
said control key Kc, All or a part of control keys Kc generated in the past, and said 
generated secrecy element, It has a control-key generation means to generate the 
new control key Kc, using the 1st function which makes them a variable. When said 
control key Kc is newly updated, it is the data source which is what transmits said 
secrecy element to said data sink which has said 1st function. 

[0037] A transfer-request reception means by which this invention according to claim 
2 receives the data transfer demand from a data sink, A data transfer means to 
perform a data transfer to said data sink based on said transfer request, A 1 st 
encryption means to encipher said data transmitted based on the predetermined 
work-piece key Kw, A 2nd encryption means to encipher based on a control key Kc 
and to send the work-piece key Kw to said data sink, A control-key generation means 
to generate the new control key Kc, All or a part of control keys Kc generated in the 
past, and said newly generated control key Kc, When it has a secrecy element 
generation means to generate a secrecy element, using the 2nd function which makes 
them a variable and said control key Kc is newly updated, it is the data source which 
is what transmits said secrecy element to said data sink which has the inverse 
function of said 2nd function. 

[0038] A transfer-request means by which this invention according to claim 3 gives a 
data transfer demand to the data source according to claim 1 or 2, While decoding the 
enciphered work-piece key Kw which is transmitted from said data source based on 
said transfer request by the control key Kc A decryption means to decode the 
enciphered data based on the work-piece key Kw, A hysteresis information storage 
means to memorize said control key Kc already used for decode of said work-piece 
key Kw as hysteresis information, A function storing means to store said the 1 st 
function or said inverse function, and said the 1st function or inverse function stored, 
All or part of past control keys Kc memorized by said hysteresis information storage 
means It is the data sink equipped with a control-key generation means to generate 
the new control key Kc, based on said secrecy element transmitted from said data 
source according to claim 1 or 2. 

[0039] This invention according to claim 1 1 is the medium which recorded the 
program for making a computer perform above any or all or a part of means of each 
means of one publication. 

[0040] 

[Embodiment of the Invention] Below, the gestalt of operation of this invention is 
explained with reference to a drawing. 

[0041] (Gestalt of the 1 st operation) Drawing 1 is the block diagram showing the 
configuration of the data source in the gestalt of 1 operation of this invention, and a 
data sink, and it describes the configuration of the gestalt of this operation, referring 
to this drawing below. In addition, with the gestalt of this operation, the same sign was 
fundamentally given to the thing of the same configuration, and the detailed 




explanation was abbreviated to what was explained by drawing 6 . 

[0042] drawing 1 — being shown — STB — 1 00 — **** — already — having stated 

— drawing 6 — the same — a data sink — equipment — ****** — VTR — 
equipment — ( — a — ) — 200 — VTR — equipment — ( — b — ) — 300 — a 
recording device — ( — c — ) — 400 — and — TV — equipment — ( — d — ) — 500 

— connecting — having — **** — a configuration — it is . In addition, in drawing 1 , 
only VTR equipment (a) 200 was indicated as a terminal unit on account of 
explanation, and the publication of other terminal units was omitted, these — a 
publication — having omitted — a terminal unit — 300 - 500 — the following — 
stating — VTR — equipment — ( — a — ) — 200 — a configuration — bases — a 
target — being the same — a configuration — having — **** . 

[0043] In this drawing, the configuration of STB 100 is described first. 

[0044] That is, the encryption means 101 is a means to encipher AV data from the 
receiving means 1021 by the work-piece key Kw. The transmitting-side authentication 
means 102 is a means to perform authentication and key exchange between terminal 
units. Moreover, the transmitting-side authentication means 102 is a means by which 
generate a subkey in authentication actuation and only the first time enciphers two or 
more control keys Kc using the generated subkey. Kc generating function selection 
means 103 are m functions of fl-fm, and a means to build in beforehand the function 
identifier 1 corresponding to it - m, and to choose any one function fi, in order to 
generate a control key Kc. Moreover, Kc generating function selection means 103 is a 
means to output the selected function fi to Kc generation means 106, and to output 
the function identifier i which corresponds to the transmitting-side authentication 
means 102. The random-number-generation means 104 is a means to generate and 
output random-number Kc’ used for generation of a control key Kc. Kc storage means 
105 is a means to memorize the already generated control key Kc. Kc generation 
means 106 is a means to generate the new control key Kc using some control keys 
[ a part of] Kc which is sent from Kc storage means 106 and which were generated in 
the past, random-number Kc’ by which the output was carried out [ above- 
mentioned ], and the function fi which makes them a variable and by which the output 
was carried out [ above-mentioned ]. Here, a part of control key Kc used as the 
variable of Function fi is a key generated before one and two with the gestalt of this 
operation. In addition, about this function, it mentions later further. Kw encryption 
means 107 is a means to encipher the work-piece key Kw using the generated control 
key Kc. 

[0045] Since a control key Kc is updated one after another, it shall express the 
control key used first as Kc [1] in the gestalt of this operation on the occasion of 
initiation of data transfer, and shall express the control key used for the n-th as Kc 
[n] in it as a result of updating. Moreover, the random number similarly used in order 
to generate Kc [n+1] shall be expressed as Kc' [n]. However, n is taken as the natural 
number. 




[0046] Therefore, the gestalt of this operation can express the above-mentioned 
function fi by the following formulas (several 1). 

[0047] 

[Equation 1] fi(Kc’[n],Kc[n-1],Kc[n]) 

Here, n is taken as the natural number. 

[0048] Therefore, the control key Kc [n+1] generated by the n+lst can be expressed 
with the following formula (several 2). 

[0049] 

[Equation 2] Kc[n+1]=fi(Kc’[n],Kc[n-1],Kc[n]) 

Here, n is taken as the natural number. 

[0050] In addition, the transfer-request reception means of this invention is a means 
including the data transfer means 1024 and the transmitting-side authentication 
means 102. Moreover, the data transfer means of this invention is a means including 
the data transfer means 1024 and the encryption means 101. The 1st encryption 
means of this invention is equivalent to the encryption means 101, and the 2nd 
encryption means is equivalent to Kw encryption means 107 again. The secrecy 
element generating means of this invention is equivalent to the random-number- 
generation means 104, and the 1st function of this invention is equivalent to Function 
fi. Moreover, the transmitting-side authentication means 102 has the secrecy function 

(Sa, Sb, Sc, Sd Sx) like the authentication means 1023 stated by drawing 6 . 

[0051] Next, the configuration of VTR equipment 200 is described. 

[0052] That is, in this drawing, the authentication demand means 201 is a means to 
perform an authentication demand, in order to require data transfer from STB 100. The 
receiving-side authentication means 202 is a means to perform authentication and 
key exchange between STBslOO. Moreover, the receiving-side authentication means 

202 is a means which generates a subkey in authentication actuation and is sent as a 
result of authentication actuation to decode two or more enciphered control keys Kc 
by the subkey, and to extract a control key Kc [1] and to output to Kw decode means 

203 out of the decode result. Moreover, the receiving-side authentication means 202 
is a means which receives the enciphered work-piece key Kw and is sent to Kw 
decode means 203. Furthermore, the receiving-side authentication means 202 is a 
means to output the function identifier i sent from STB 100 to Kc generating function 
selection means 204, and to output random-number Kc’ [n] to Kc generation means 
205 again again. 

[0053] The decryption means 206 is a means to decode enciphered AV data which 
have been transmitted from STB 100 using the work-piece key Kw, and to output to 
record / playback means (graphic display abbreviation) 1034. Kc generating function 
selection means 204 is a means to build in beforehand the same function as two or 
more above-mentioned functions which STB 100 builds in, to extract the function fi 
corresponding to the inputted function identifier i, and to output to Kc generation 
means 205. This function fi can be expressed with several 1. Kc generation means 205 




is a means to generate the new control key Kc as a variable of Function fi using the 
control key Kc which was being used before [ one and two ] reading from Kc 
hysteresis storage means 207, and random-number Kc’ outputted from the receiving- 
side authentication means 202. This new Kc can be expressed with several 2. 
Moreover, Kc hysteresis storage means 207 is a means to memorize the hysteresis of 
the control key Kc generated by Kc generation means 205. In addition, when VTR 
equipment 200 receives a data transfer in the midst to which the data transfer has 
already been performed from the middle between STB100 and other terminal units, Kc 
hysteresis storage means 207 is a means to perform the following exceptional 
actuation. That is, it is a means to memorize reception and them for the control key 
which is using Kc hysteresis storage means 207 actually between terminal units 
besides the above, and the control key which was being used before one of them from 
STB 100 in that case. 

[0054] In addition, the receiving-side authentication means 202 has the secrecy 
function Sa like the authentication means 1032 stated by drawing 6 . 

[0055] Actuation of the gestalt of this operation is explained [ in / next / the above 
configuration ], referring to drawing 1 and drawing 2 . 

[0056] Here, the case where (1) STB100 starts AV data transfer only to VTR 
equipment 200 is described first, and it explains working [ (2) above (1) ] after that 
focusing on the case where the data transfer to another accepting-station equipment 
400, i.e., recording apparatus, is started. 

[0057] (1) Describe the case where AV data are transmitted, from STB100 only to 
VTR equipment 200 here as mentioned above. 

[0058] In order for VTR equipment 200 to have desired AV data transmitted from 
STB100, after operating the authentication and key exchange same between STB100 
and VTR equipment 200 as drawing 6 described, characteristic actuation of the 
gestalt of this operation is performed. 

[0059] The demand of initiation of actuation of authentication and key exchange is 
performed by the authentication demand means 201 to STB 100 at step 101:, i.e., here. 
Since the detail of actuation of subsequent authentication and key exchange is the 
same as that of what was stated at steps 1001-1007 mentioned above except for the 
following points, the explanation is omitted. In addition, in actuation of this 
authentication and key exchange, the receiving-side authentication means 202 
performs generating of the random numbers A1 and A2 in VTR equipment 200, and 
the random-number-generation means 104 performs generating of the random 
number B1 in STB 100, and B-2. Moreover, in actuation of the above-mentioned steps 
1001-1007, in both equipments, the subkey Ksa is generated as drawing 6 described, 
when authentication was materialized. As step 102 describes the key first transmitted 
to VTR equipment 200 in subsequent actuation of authentication and key exchange 
with the gestalt of this operation, it is two pieces, and this point differs from the 
former. 




[0060] Step 102:, i.e., two random numbers generated with the random-number- 
generation means 104, is defined as a dummy key Kc [0] and a control key Kc [1]. 

This dummy key Kc [0] and a control key Kc [1] are sent to the transmitting-side 
authentication means 102. Moreover, a control key Kc [1] is sent also to Kw 
encryption means 107. 

[0061] That is, in this case, several 2 shall not be used about generation of Kc [0] and 
Kc [1], but the random number generated by the random-number-generation means 
104 shall be used as exceptional treatment. 

[0062] Step 103: These two keys Kc [0] and Kc [1] are further memorized by Kc 
storage means 105. Moreover, the function fi chosen by Kc generating function 
selection means 103 is sent to Kc generation means 106, and the function identifier i 
corresponding to it is sent to the transmitting-side authentication means 102. In 
addition, Function fi may be updated if needed. 

[0063] Step 104: With the transmitting-side authentication means 102, it is 
enciphered by the subkey Ksa and the dummy key Kc [0] and control key Kc [1] 
which have been sent as mentioned above are sent to the data transfer means 1024 
as Ksa (Kc [0], Kc [1]). Furthermore, Ksa (Kc [0], Kc [1]) is transmitted to VTR 
equipment 200 from the data transfer means 1024. In drawing 2 , the sign 601 was 
given to this transfer. Here, drawing 2 is the mimetic diagram from STB 100 to the 
accepting-station equipment 200,400 performed with renewal of a control key shown 
focusing on the situation of a transfer. In this drawing, an axis of ordinate is time 
amount and time amount has passed towards the bottom since on in drawing. 

[0064] In addition, the function identifier i corresponding to the Kc generating function 
fi is transmitted to VTR equipment 200 in the case of this transfer 601. 

[0065] Step 105: Ksa (Kc [0], Kc [1]) and the function identifier i which have been 
transmitted from STB 100 are sent to the receiving-side authentication means 202 by 
the data transfer means 1031. 

[0066] Step 106: and the receiving-side authentication means 202 decode Ksa (Kc [0], 
Kc [1]), extract Kc [1] arranged back and send it to Kw decode means 203 as 
beforehand set between two keys arranged forward and backward. Moreover, the 
receiving-side authentication means 202 sends the function identifier i to Kc 
generating function selection means 204. And Kc generating function selection means 
204 extracts the function fi corresponding to the identifier i, and sends to Kc 
generation means 205. In addition, both, through Kc generation means 205, decoded 
Kc [0] and Kc [1] are sent to Kc hysteresis storage means 207, and are memorized. 
[0067] step 107: — on the other hand — Kw encryption means 107 — a control key 
Kc — [the work-piece key enciphered using 1], Kc[1 [ i.e., ],] (Kw) should pass the 
transmitting-side authentication means 102 and the data transfer means 1024 — it is 
transmitted to VTR equipment 200. 

[0068] Step 108: Kc[1] (Kw) sent to VTR equipment 200 is sent to Kw decode means 
203 through the receiving-side authentication means 202. Using the control key Kc 




[1] sent in step 106, Kw decode means 203 decodes Kc[1] (Kw), and sends Kw to the 
decryption means 206. 

[0069] Step 109: On the other hand, a transfer of Kw (AV) which is AV data 
enciphered by the encryption means 101 of STB 100 is started through the data 
transfer means 1024. 

[0070] Step 1 10: Kw (AV) is sent to the decryption means 206 from the data transfer 
means 1031. Using Kw sent from Kw decode means 203, the decryption means 206 
decodes Kw (AV) and outputs it to record / playback means. 

[0071] Next, in step 110, actuation in case a control key Kc is updated is described 
while decoded AV data being outputted to record / playback means. 

[0072] Step 201: With the gestalt of this operation, a control key shall be updated 
periodically and the random-number-generation means 104 generates random- 
number Kc' periodically. That is, random-number Kc’ [1] used for the 1st updating is 
sent to Kc generation means 106 and the transmitting-side authentication means 102 
from the random-number-generation means 104. 

[0073] Step 202: Random-number Kc’ [1] sent to the transmitting-side authentication 
means 102 is transmitted to VTR equipment 200 through the data transfer means 
1 024. In drawing 2 , the sign 602 was given to this transfer. 

[0074] Step 203: Kc generation means 106 reads Kc [0] memorized by Kc storage 
means 105 and Kc [1], and they are used for it as a variable of Function fi (several 2 
reference) with random-number Kc’ [1] sent from the random-number-generation 
means 104. 

[0075] In this case, the new control key Kc [2] generated can be expressed as Kc[2] 
=fi (Kc’ [1], Kc [0], Kc [1]) from several 2. In addition, Kc [2] is memorized by Kc 
storage means 105. 

[0076] Step 204: The new control key Kc [2] is sent to Kw encryption means 107, and 
is used for encryption of the work-piece key Kw. Kc[2] (Kw) which is the enciphered 
work-piece key is transmitted to VTR equipment 200 like step 107. 

[0077] Step 205: Random-number Kc’ transmitted to VTR equipment 200 in step 202 
again [1] It is sent to the receiving-side authentication means 202 from the data 
transfer means 1031, and is further sent to Kc generation means 205. 

[0078] Step 206: With Kc generation means 205, read with Kc [0] memorized by Kc 
hysteresis storage means 207 and Kc [1], and use as a variable of Function fi (several 
2 reference) with random-number Kc’ [1] sent in step 205. In this case, the new 
control key Kc [2] generated is the same as what was stated at step 203, and can be 
expressed as Kc[2] =fi (Kc’ [1], Kc [0], Kc [1]). In addition, Kc [2] is memorized by Kc 
hysteresis storage means 207. 

[0079] Step 207: The new control key Kc [2] is sent to Kw decode means 203, and is 
used for decode of the work-piece key Kw enciphered by Kc [2], The decoded work- 
piece key Kw is sent to the encryption decode means 206. 

[0080] Step 208: The same actuation as step 110 is performed. 




[0081] Next, in step 208, a control key Kc [2] describes the actuation in the case of 
being updated further while decoded AV data being outputted to record / playback 
means. Here, since there are many the same points as the already described content, 
only the focus about several 2 is described. 

[0082] That is, the control key Kc [3] generated here can be expressed as follows by 
substituting 2 for several 2 n. In drawing 2 , the sign 603 was given to the transfer of 
random-number Kc’ [2]. 

[0083] 

[Equation 3] 

Kc[3]=fi(Kc’[2],Kc[1],Kc[2]) 

The above (several 3), in the gestalt of this operation, the control key generated after 
the 2nd updating is generated by the control key used before one and two, random- 
number Kc’ generated by the random-number-generation means 104 at every 
updating, and the function fi which makes them a variable so that clearly from 
reaching (several 2). 

[0084] The dependability of a control key can be further raised by updating a control 
key using the hysteresis and the random number of the control key which was 
described above and which was used in the past, without repeating authentication 
actuation like according to the gestalt of this operation. 

[0085] (2) In actuation of the above (1), after 2nd renewal of a control key is 
performed, describe the case where the data transfer to a recording apparatus 400 is 
started, referring to drawing 2 . 

[0086] Step 301: The same authentication actuation as step 101 is performed 
between STB 100 and the recording device 400 which newly performs a transfer 
request. 

[0087] Step 302: After authentication is materialized, the transmitting-side 
authentication means 102 reads the control key Kc present in use [3] currently 
recorded on Kc storage means 105, and the control key Kc [2] which was being used 
before one of them, and enciphers it by the subkey Ksc. And the function identifier i 
corresponding to this Ksc (Kc [2], Kc [3]) and the function fi present in use is 
transmitted to a recording device 400 through the data transfer means 1024 (in 
drawing 2 , the sign 604 was given to this transfer). In addition, the subkey Ksc is 
generated by the above-mentioned authentication actuation by the same approach as 
the above. 

[0088] Step 303: In a recording device 400, the receiving-side authentication means 
202 decodes Ksc (Kc [2], Kc [3]) sent as mentioned above using the subkey Ksc, and 
extracts Kc [3]. Actuation of this decode and extract and actuation of subsequent Kc 
generating function selection means 204, Kc hysteresis storage means 207, etc. are 
the same as the content stated at step 106. 

[0089] step 304: — on the other hand — STB 100 — Kw encryption means 107 — 
the control key Kc current in use — [Kc[3 (Kw) which enciphered the work-piece key 




Kw using 3]] is transmitted to a recording device 400. This Kc[3] (Kw) is the same as 
what was transmitted to VTR equipment 200. 

[0090] Step 305: Decode actuation of Kc[3] (Kw) with a recording device 400 is the 
same as the content of step 108. 

Step 306: Enciphered AV data transfer actuation is the same as the content of step 
109. 

[0091] Step 307: Decode actuation of AV data with a recording apparatus 400 is the 
same as the content of step 110. 

[0092] Next, actuation in case a control key Kc [3] is updated is the same as what 
read Kc [0] as Kc [2], and read Kc [1] as Kc [3], and read random-number Kc’ [1] as 
random-number Kc’ [3] in explanation at the above-mentioned steps 201-208. 

[0093] The control key Kc [4] generated here can be expressed as follows by 
substituting 3 for several 2 n. In drawing 2 , the sign 605 was given to the transfer of 
random-number Kc’ [3], 

[0094] 

[Equation 4] 

Kc[4]=fi(Kc’[3],Kc[2],Kc[3]) 

Thus, even if the terminal unit which receives AV data transfer from the middle 
appears and an accepting station increases, the control key which STB 100 uses 
becomes what was common regardless of the number of accepting-station equipment. 
[0095] Even if an inaccurate person solves by this any one of the control keys used 
so far for example, by round robin count etc. by chance, since a control key is 
generated by combination with another random number, the hysteresis of the control 
key till then and it can prevent with it that the control key generated after the control 
key by which unjust decode was carried out will be solved continuously. 

[0096] Moreover, if the hysteresis of the control key before it is not known even if 
random-number Kc’ used for renewal of a control key is monitored by the inaccurate 
person, decode of a control key is impossible. 

[0097] In addition, although the gestalt of the above-mentioned implementation 
described the case where Function fi (the 1st function) generated the new control 
key Kc, using the random number generated previously and the past control key Kc, it 
is good also as the data source of not only this but the configurations following for 
example, that is, specifically, it is shown in drawing 3 — as — the above-mentioned 
Kc generation means 106 — replacing with — (1) — with a control-key generation 
means 1 106 to generate the new control key Kc All or a part of control keys Kc which 
replaced with the above-mentioned random-number-generation means 104, and was 
generated in the (2) past, and said newly generated control key Kc, It has a secrecy 
element generation means 1 104 to generate secrecy element Kc’, using the 2nd 
function Fi which makes them a variable. When said control key Kc is newly updated, 
you may be the data source 1 100 of a configuration of transmitting said secrecy 
element Kc’ to the data sink 1200 which has inverse function F— 1 i of said 2nd 




function. On the other hand, as shown in a data sink 1200 at drawing 3 , the inverse 
function selection means 1204 equipped with the inverse function corresponding to 
two or more 2nd functions which the 2nd function selection means 1 103 has is 
established. This inverse function selection means 1204 obtains the function identifier 
i from the receiving-side authentication means 202, chooses inverse function F— 1 i 
corresponding to it, and sends it to Kc generation means 205. Kc generation means 
205 generates the new control key Kc like the above using sent inverse function F— 1 i 
by making the control key Kc of secrecy element Kc’ from the receiving-side 
authentication means 202, and the past into a variable. 

[0098] Moreover, although the case where the control key Kc [1] first used for 
encryption of the work-piece key Kw and the key Kc [0] used for renewal of the 
control key were enciphered and transmitted by the first-time transfer 601 (refer to 
drawing 2 ) was stated with the gestalt of the above-mentioned implementation when 
authentication was materialized Not only in this, for example, the 1st function which a 
data sink has (For example, function fi) Or in the stage when it runs short of that the 
variable of the above-mentioned inverse function F— 1 i generates a control key Kc, 
you may be the data source of a configuration of transmitting to said data sink by 
making coding information containing said control key Kc into initial information. That 
is, as shown in drawing 4 , specifically, STB2100 transmits Ksa (Kc [1], Kc [2]) in 
transfer 1602. Since the subkey Ksa generated in the transfer 1602 by the 
authentication and key exchange already performed is used as it is, generation of a 
new subkey is unnecessary. The VTR equipment 2200 as a data sink decodes 
transmitted Ksa (Kc [1], Kc [2]), and extracts Kc [2], 

[0099] Moreover, the 1 st function fi which a data sink has, or the variable of the 
above-mentioned inverse function F— 1 i may be the data source of a configuration of 
transmitting to said data sink by making said variable containing a secrecy element 
(for example, random-number Kc’) which run short into initial information as an 
example different from this in the stage when generating a control key Kc runs short 
of. That is, if the case where (several 2) of the gestalt of the above-mentioned 
implementation is used is specifically described as shown in drawing 5 for example, 
the control key Kc which can be expressed by the following formula (several 5) will be 
generated in both equipments using Function fi. 

[ 0100 ] 

[Equation 5] 

Kc[1]=fi(Kc'[0],Kc[-1],Kc[0]) 

Here, Kc’ [0] is secrecy elements, such as a random number generated with the data 
source, and Kc [-1] and Kc [0] are intact control keys till then. These intact control 
keys may make it generate as a random number, and may be beforehand extracted 
out of the plurality built in. In this case, it is necessary to the VTR equipment 3200 as 
a data sink to encipher by the subkey and to transmit Kc’ [0], Kc [-1], and Kc [0] as a 
variable required for generation of a control key Kc [1], from STB3100 as the data 




source in the transfer 2601 shown in drawing 5 . 

[0101] Moreover, it sets in the first half of (1) among the stages which want the 
variable of the 1 st function which a data sink has as another example as be fastidious, 
or the above-mentioned inverse function for generating a control key Kc. You may be 
the data source of a configuration of transmitting to said data sink in the second half 
of the first stage by making said variable which contains said secrecy element in the 
second half of (2) in the first half of the first stage by making coding information 
containing said control key Kc into information and which run short into information. 
That is, it replaces with the transfer 601 of drawing 2 , and Ksa (Kc [1]) is specifically 
transmitted, it replaces with the transfer 602 of this drawing, and Kc’ [1] as a secrecy 
element and Kc [0] as a variable which is carrying out [ above-mentioned ] lack are 
transmitted. Thereby, as a result of transfer 601, Kc [1] is extracted in a data sink 
and it is used as first control key. Moreover, in a data sink, Function fi generates the 
following control key Kc [2] by making into a variable the control key Kc [1] extracted 
by carrying out in this way, Kc’ [1] which came to hand by transfer 602, and Kc [0], 
[0102] Moreover, although it has two or more Kc generating functions beforehand and 
the case where it was used from the inside, choosing one was stated with the gestalt 
of the above-mentioned implementation, the configuration of transmitting the function 
itself used in the case for example, not only of this but authentication actuation may 
be used, or the function may be fixed from the start. 

[0103] Moreover, although the gestalt of the above-mentioned implementation 
described the case where Function fi (the 1st function) generated the new control 
key Kc, using the random number generated previously and the past control key Kc 
Not only in this, for example, a control-key generation means to generate the new 
control key Kc, All or a part of control keys Kc generated in the past, and said newly 
generated control key Kc, When it has a secrecy element generation means to 
generate a secrecy element, using the 2nd function which makes them a variable and 
said control key Kc is newly updated, you may be the data source of a configuration 
of transmitting said secrecy element to the data sink which has the inverse function 
of said 2nd function. 

[0104] Moreover, with the gestalt of the above-mentioned implementation, when 
generating the new control key Kc, the case where the thing in front of one and two 
was used as a variable was stated as hysteresis of a control key Kc, but as long as it 
is the control key used not only for this but for the past, anything is sufficient as 
before two, three or one, and three etc. Moreover, if it is the past control key Kc, 
even if not only two pieces but all the control keys used in the past if it was good 
without limit and storage capacity could be secured when it was one or more pieces 
are used for the number, it will not be cared about. 

[0105] Moreover, a magnetic-recording medium, an optical recording medium, etc. 
which recorded the program for making a computer perform each means of any of the 
gestalt of the operation described above or one publication, the means of all or a part 




of steps, or a step can be created, and the same actuation as the above can also be 
performed using this. The same effectiveness as the above is demonstrated also in 
this case. 

[0106] Moreover, using a computer, each means of the gestalt of the above- 
mentioned implementation or processing actuation of a step may be realized by 
software by work of a program, or may realize the above-mentioned processing 
actuation in hard by circuitry characteristic [ without using a computer ]. 

[0107] 

[Effect of the Invention] It has the advantage in which this invention can raise the 
dependability about the nondisclosure of a control key further compared with the 
former, without increasing the burden on parenchyma compared with the former so 
that clearly from the place described above. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The block diagram showing the configuration of the data source in the 
gestalt of 1 operation of this invention, and a data sink 

[Drawing 2] The mimetic diagram shown in the gestalt of this operation focusing on 
the situation of the transfer to the accepting-station equipment performed with 
renewal of a control key from STB 

[Drawing 3] The block diagram showing the configuration of the data source in the 
gestalt of other operations of this invention, and a data sink 
[Drawing 4] The mimetic diagram shown in the gestalt of another operation of this 
invention focusing on the situation of the transfer to the accepting-station equipment 
performed with renewal of a control key from STB 

[Drawing 5] The mimetic diagram shown in the gestalt of still more nearly another 

operation of this invention focusing on the situation of the transfer to the accepting- 

station equipment performed with renewal of a control key from STB 

[Drawing 6] The block diagram showing the configuration of the conventional data 

source and a data sink 

[Description of Notations] 

100 STB 

101 Encryption Means 

102 Transmitting-Side Authentication Means 

103 Kc Generating Function Selection Means 

104 Random-Number-Generation Means 

105 Kc Storage Means 




106 Kc Generation Means 

107 Kw Encryption Means 
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P -119- K c T & £> C i «4#R i ? £B&£ 3 EB© 
x-*g<I£E 0 

[»5R^5] unBaRCfraatfaue^n/ta^ 
KMBx-^SMMSatfBr^IMB* 1 ©MDfXiiMSBiM 

B»©S«tfs P>hP-;U*-Kc££fiX-fS<7)l;:;F 
£LTl'*BHIfcfil'Ttts buSBPV hP-;U+-K c 
SRtrtWflWtEBBBiLTs buIBx— * gifg« 

(=aiiir*ci«w«i-r*««aixtt2E«©7 ? - 

mxmei fflEieassffaBtfastfftfcii^s 
buSBx— ? g«g»6'^-ri.BuSBm 1 ©MRXiiMIBjS 
nacESfl's pv hp-;i/+-K c5£$-r*©ic* 
a LTi'siswKfci'-nis nrE»a«R*RcnE7 
aLTL'*8»S»Efll«i LTSulBr-SgilgStc 
« c i amK^-r «n«a i xi* 2 e#©?-^ 

Sif^Bo 

naa7] «EiBai*fTaBfl 5 aasih.rcJ»&s 
WEx-^sflKeatfirrawEa i ©BRxttMEa! 
BR©»k^ p> hP-;b+-K c%£.mtZ<DI,c* 
JELTl'^Bt^Orts (1) wmasi'Tlt. buIBp y 
h P-11/+- K c «dCV»1IHH«fflffinr¥1inBi L 
Ts Xs (2) m¥Kfcl'T«s anB»BBB«BCm 

IBTELTt'*a«*«JJMi|s1IHii LTUEt— ** 
iig*ic$i^r-5 c 1 x« 213*6 

©y-^iEiBB. 

[B*a 8 ] Mi3M 1 tuS3i£MR©SR 

tfs PVhP-;U+-Kc^3fefi£r5©lC^SLTt'S 
BBKfil'Ttts B#a5EB©7 s -^iSSfBBB!!J‘6E 
3l^tlT<5BuS3«3^1f$B=&fi?i^Ls BuS3PVhP-;b 
*— k c 

BEBaBBaatfs BufBtttt£ftfcPy hP-/l/+- 

k c zmmmicmfz 3 sb 

»©x-^ SifgBo 

w«a 9 ] buibm 1 ©m»xttBui3®naa©sa 
tfi s PVhP-;U+-Kc^S€-r«©lC^£LTO'« 
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BtSHKfcl'Ttt, tufBn > h P-/U*-£/£#®tf, bu 

ib 6 1 bib© 7 - 7 mimm# s nr < zmrnm 

urn t. tui3p>hp-yu*- 

K cZ£&?ZZt*&mttZtmm3tm<D : r-‘ 7 
gfl^Bo 

[«** 1 o ] BIB* 1 OM»XttBC*BiSiM»OS» 
t>\ aVhP-;U*-Kc££$t-S©lc:FJ£LTVS 
Bffi©M* (1) HuIBBU^lCfct'Tli. nxm6 BWXD 
7— 7&ffigSA'bS&?ttT < SfiGEWHiiWItatf 
wwstu tm^y ^a-i^-K x, 

(2) ffiia»¥fc£l'Ttt* li5PS6SBi&©7-7&ft 
g»*'6t»M;3r *IT < StilB«]ffift¥1t $B<!:iiy§BM&£ 
£*'JfflLT, buIBPV h □-;!/+- Kctf&ifcMxSE 
£ f SB** 3 EIBOt- 7 §<iSBo 

HR*]* 1 1 ] N$g 1 ~ 1 0 ©fttub'-o (cfBtt© 
##®0^a3Xli-gi5©#S ^ P V fcf x -7 (c Jtfr $•£ 
S7c46©7P7^A£SB8UfcC<k £&&<!: -fSiSItto 
[BB©milttMB] 

[000 1] 

[»f!i3©MTs«»»*n *&&& T-z&imms 

7-7g1i3£S, atfEHttcBrs. 

[0002] 

[«e*©a«] aas^y, 8rSJ5K£T-&sttT<s7L' 
ewa*** oxt, znttmic. st 

B£i*K) K^USISLT, ^©SfS^lca^JtifcV 
T R SHTiili L tc y , 7 b tf? Wl* L It ') 1 S C t ft 
fffotlTl'So 

[0 0 0 3] £©«£, J*&£*lT<SW>«! -^7- 
7©<mctt, iBfa^sucStiri's *>©•*>, imtum 
«RlB£a:tiTl'SafeftttS7— 7tf£S. SfoT, z: 
fts©ftttjtras*i*afctt, c©^^iEL<igiSL 

iftfcSo 

[0 0 0 4] fCT. STBft'5, fllxtf'V T RgSlC 
»LT, 1 0©*IBBRJBa:7-i SrfcBflrrsBd, $t 
**, 7©VTRg»A\ ±IB©«ftIE»M:VTRBB? 
®?>A'<!:'3*'^5SIS-ri.fc46©ligE-^X^ (AKE) 

IMWff bft*©!(«*?**. 

[0 0 0 5] 7LT, c©BBEf^tf Lftfr-a tea 
£lcte, SSfiEttSi t&ofcVTR SS^TIESST'S S 
tBSU 7©*i&*IEgai;:*fLTtt, 7-7©&{g 

[0 0 0 6] JXT, 06£#P,8L&tf5, ftfccDSTB 
££S*g»<!:©tSJi)6<!:, 7©BH»ft**'L'K8^T 

So 

[0007] ID 6 l£, ft3fc©STB£, VTRgSU© 
&^mmt<DmmwR7kifmf&z*t?a •> *b?« 

So 

[0 0 0 8] IQHiapraiC* 7Vf^ 1 0 1 Oli, « 

■frs©ttas«a««ir*#«7*y» stb i o 2 



Oti, »«Lrctt3S*S*AVT-^U:*»-r«#S? 
£S„ 7-7£j2f7'fV1 0 7 0ti, STB 1020 

fiaSfflftW)/tt7'rx?*4. X. 3s5*gS<>: LT, 
VTRgi (A) 1 0 3 0, VTRgI (B) 104 
0 , EBBB (C) 1 0 50, ®ETV*fi (D) t)\ 
7-5ieS7'l'>1 0 70WJSTB 1 0 20 tUm 

TSfftTL'So 

[0 0 0 9] *(£* nB*#0L&#5' STB 102 

0 ©rtWMMcot'TBtcilK*. 

[0 0 10] IP'S, §lf#®1 0 2 1 tt, 7>rt1 0 

1 OtiBBU SffiLfc7-7©«B*ftl\ 7©§ffi 

K, £Bfc;!r*lTl'Sgfl7-7*#l*TS#8?* 

So Bi^k^Sl 0 2 2 li, *»«;lfcl»fb©fca&© 

7 — jt-Kwwy, s«#®i 02 ifrstaaarti 
T # fc A V T - « «E«ttB© * * HHW br S ¥«T* 
So X, PVhP-Jl/7-K c«, STB1020K7 

©rt»*tiT®y, 9-**-Kw***<b#«ic*y 
BWfbT*fca&©0?»S. ®CX, «^b#«1 0 2 
2B, BE#ai 0 2 3 tc efc y, S)£?SBEEKlft©£ 
*®*ar*lfc*7*-*JSt'Ta > h P-/I/+- K c * 
HHWbTS^WttfeS. 

[0 0 1 1] BE?«1 0 2 3tt, AVt-: 7©£&M 
#*LT*fctt3iaai:©M-P, 3K*©««tfIEa©» 
BT£«fr£3fr*®'ScBfrJ6d3fc& Bf*©W* 
■R*«fflLTBKf»*frt\ 7©SJH<!:LT, BEE 
*#fc»*SLfctf7*-K s a*®#T*#«?»*. 
X, BEE^ai 0 2 3 (£, S69«B5|EBBff*r«B 
«©^T©SSffiM» (Sa, Sb, Sc, Sd, 
sn, •••)*, 

LTL'So T-*Wk¥ISL 1 0 24(i, 
V^7x-Xi:LTaetlTU'S I EEE 1 3 9 4?$ 
So f-$SS#Sl 0 2 4;i, U7>U*'T Att©ffiEE 
tfiSWi S S MB' ^ WfflBtt X- 4T ©li^lc® Lfc7 
d'yXPd-xfejSt, ^©«B©ftt'BEEffix-«^a 
X> K*©«2llCjgL7c7X>7Pd-xeiS©2a©g 
^Sd^fST'SSo ft, ±!BBi*<k**l/5:AVx— S' 

«, Bi^k^ai o 2 2frS7 f -*iEas#«i 024 ^ 
isetiSo x, ±EBg^b*tifc7-^+— fl»fb 

fhft:3XhP-/P+-li, BEE^SI 0 2 36'6x- 
0 2 4^enSo 

[0 0 12] ft, Bg^klJtl/cAVx— i 7Kw (A 
V) , 0i^k?tlfc7-7+-K c (Kw) , 
^k?ftfc=l> hP-;U*-K s a (Kc) tt, 7-7 
gjH#ai 0 2 4i'6VTRgI1 0 3 0^©4S*^a 
[C)M6tiSo 

[0 0 13] S![c, VTR8I (A) 1 030©«SP« 
^[COl'T, MtCii^So 

[0 0 14] BBlcS'TtCy, t-7B2S#S 1 0 3 
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i«. b§ 

mt* tltc 7 - 7 *-a?fflWfl :£ tltc A V 7 s - * £g 
ISE¥S 1 0 3 2 li. B«©»BB 
RSaS^dMTLTfcy* BBEfBi©i£JlU: LT. 
t-Ksa^tfELT, 1WS1 0 3 3MH TlfS 
#8?**. a^k#«1 0 3 3ti. x-^fSiS^ISI 
0 3 1 Jb'^fcBS^bSfl/iPV h p-;l/+- K s a 
(kc) *?7*-Ksa(cj:ya»u coai^k* 
tifcnv hn-;U+-K c[c<fcy. Bf^b?*ifc7-7 
+-kc (Kw) *a»u zwmmt-stircy-t* 

-Kw iCcfc y . Bg^-fb^tt/cA Vx-£Kw (AV) £ 

WT*#®?**. IB® • S£#®1 0 3 4li. ®4 

^b a v t— 9 5-ib® L x x. tmmT-zzn 

[0 0 15] fa. *®te®as5*gaT'£S. VTRga 
(B) 1 0 40. IB®ga (D) 1 0 50. TVga 
(D) 1 060t. IB® • ±IBVTR 

sa (a) i o 3 o<Dmi&£m*mcmc7:&Z' is 

U *BEE¥®#?tt*r3»ftflRl*« ±f3&gStf> 
Sb. Sc. Sd7S5. ftoT. £g 
■ t. STB 1 0 2 0£©BHfl»Cj:y£j*aFtl*1* 
?*-(*. ±IS©W#7l';t(*. Ksb. Ksc. Ks 
d?S*. 

[0 0 16] U±©MB[i:£l'? % 3fcfc. BEE • SIX& 

©rts*mjmc»'<*. fa. is wntitL 

ott*tLTy-^+-Ksx«&«r**T©f i Hi. a 

O'^OflHcfr^aV M3-/U+-K c©i££ • §3©ft 
«*RfcH*©fW«*£a6T. BEE*a$8H:(.'3t» 
©tr* o 

[00 17] VTRgI (A) 1 0 30*SS 

TB 1 0 20K*fLT. AVt-*©®*****^* 

<h&S. 

[0 0 18] XT771 0 0 1 :«|-5. jfr**. VTRg 
« (A) 1 0 3 0©ISIiE#lft1 0 3 2ft SRA 1 , A 

2 *«££■&. Ch*tt*HRSalcJ:y*®fbT*. 

ZZT\ «^b*tlfttSLR*Sa (A 1 , A 2) <b!B*6 
T5. ISliE^Sl 0 3 2te. Sa (A1, A 2) <bgS 
©tag'JS^ I D a t*r—. ><B«#«1 0 3 1 fcfl-L 

t. stbi 02 0'Msarr*. ccr. mara** 
*l**BBH*©»*7*©4*StlTl'«. 

[0 0 19] 27771 00 2 : STB 1 0 2 0TIJ. 

BEE#S1 0 2 3#7 s -*IEai#«1 0 2 4£fl-LT. 

Sa (A 1 , A 2) tm%m^ I D a £«§' T. *©!$ 
S'J#^£ISfSLT. ftllcmtSMSSa^. a 
^LTl'«aa©»*H»©+ii‘6BBT*. CtUC* 
y. STB 1 0 2 0ft VTRga (A) 1 0 3 0ii© 

wpBiiicttfflr^awBiwwjetfft*. 

[0 0 2 0] 2t 771 003 : 3fclu. STB1 0 20 
©ISfiE#® 1 0 2 3tf. BBBRS a fcfgl'T. ±IBS 



IRLfcSa (A 1 , A 2) ZMm L. A1, A2£«5t 
LT. «*©aRA2©3Me. BWfbWcVTRSB 
(A) 1 0 3 0N3£y£-r. 

27771 0 04:SIC. VTRga (A) 1 0 300 
ISIE#S 1 0 3 2ft STB 1 0 2 0fr6£y£$tlT 
£fcfi,RA2£. SStf. ±|B*ry7l 00 1 ?»£ 

*tffcSL»A2<t£tt&-rs 0 a*©sj*tf-*r*i 
If. S T B 1 0 2 0 tf i3fl©BB?S« £¥UBU*«. 
[002 1] 277 71 0 0 5: 3WC. STB1020 
flOWBEE#® 1 0 2 3 tf. SLRB 1 . B 2 ££££-£. 

Ch*IB*B»Sa[£j:yflHMbr*. *LT. Sa 

(B 1. B 2) £VTRg8 (A) 1 OSO'MS&f 
So 

[0022] 2777l 006:VTRgg (A) 10 
3 071*. ISEE#® 1 0 3 2 *«M»S a fcffll'T. 
±IB§(lLfcS a (BI, B 2 ) £$S!L. BI, B2 
£«teLT. **©aJtB2©**< B^bWcST 
B 1 0 2 ON^yS?. 

[0 0 2 3] 27771 00 7 :*[<:. ISSiE#® 1 0 2 
3$. VTRga (A) 1 0 3 OfrSaSyiEJtlT^fc 
&&B2£. ±EX^y7l 0057B4S* 

rcVj&z 2 t*im.T%„ »*©att«^Ttitf* v 
TRga (A) 1 030tfjE£SB?£«£WKtt]* 

So 

[0 0 2 4] «±tcJ:y. BEEtfdEiiUfccfciafcy. 

EWC«#««tf IB«©»B7fc S C <b ^{tlStti 
3fcS„ *©*££. VTRgB (A) 1 030^AV7 

-^rastfiraaitis. 

[0 0 2 5] C©ISEE^a©iB*. 4O0SLRA1, A 
2<fcB1, B2ft 7X*®ga0ISII#© 1 0 2 3, 1 

0 3 2[C?g£LTb'S„ 

[0 0 2 6] *ZT\ 3«C. JR*©BEE#®1 0 2 3, 

1 0 3 2tf«l*tl. §LRA 1 , B 1 ^fflt'T±IB+77‘ 
t-KsaStlWi. fa. y-^+-Ksa©aaic» 
U 35LSSA 2, B2^ffflL%tM5tt. ZtlZU, Bf^ 

^0^b'ilRA 1 . B 1 +-©fi^tt 

*'5MT. <fcy«tlTC'S*'6T'®So 
[0027] BHWb#®1 0 2 271*. ZOmtLTS. 
fiE^tl7c+f-7'+-Ks a^ffll'T. 3>hP-;U+-K 
ctfMftSft. X. PVhP-;b+-Kc^ffll'T9 
cnsii. ISEE#K1 0 

2 3^jSetlSo X. A Vx-^li7—7+-KwTBi 

^(b^tiT. 0 2 4Nassn*. 

[0 0 2 8] ^E-LT. ±IBBg^(bzrtl7cPVhP-/l/+ 
— K s a (Kc) i. «Wfbtftlfc9— H-Kc (K 
w) ISSE#ai 0 2 3*'6 t‘-^K) 2#®1 0 2 4 
^LTVTRga (A) I 0 3 0'MEaSStl*. *<D 

a. BWbisrtifcAVr— «w (av) tfx-^isas 
#aio2 4*'e. vTRga (a) 1030 ^^? 
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ft*. 

[0 0 2 9] VTR^M (A) 1 0 3 071*. « 

^k#ai o 3 3*\ $t-r. bee^si o 3 iitzmt 
^t-Ksam'T, BWfbartlfcPVhP-JU* 
-Ksa ckc) &ic. mmntc^y 

h P — tl/^r — K c tJSl'TWWfcar *lfc7~ K c 
(Kw) (DG&Zfio. MIC. CflHKcLTtEMtflfc 
7->+-Kwtffll'L Bi^fkS-tlftAVT-^Kw 

(av) *a^r*<»©T**. 

[0030] fS. STB 1 0 2 0t\ BET*?-** 
-Kwii, £i£x-*o££tt£^i£T3fcA&t;:. x- 

[00 3 1] SEoT. 

ft. B^bSftfcBfc4 , 7-**-Kwik STB 10 
2 OfrSr- *£&*7>S*gB'\i££*l*. 

[0 0 3 2] 

t»Btf»»LJ:3tT*BB] L6'L46'6. C7><fc 
^ftflwox-^igaso^ysrptt. <ek. p>kp- 
;U*-Kctf*iE#fcJ:oTllWSftfctr*t» HV 

hP-/U*-K c?B#fk*tiTt'*7— >+-Kwt 

B«;!rftTL*3fci&. BE^bSftfcA V t 

-*tfv *IE#tc*xTfg§I7ft3;it[c4;5<!:l'5If 
BSSLTt'fc. 

[0 0 3 3] Z0i§-B. PVhP-/l/*-Kc«JE#rr 
SCttfaXStl*#,. ±BLfct&ys ftJfcli. BEE 
• BSftO-Sli: LT. P>hP-;l/+-Kc*IEBr 
at, 7)735 36' <3. ft/cWcii vhp -/[/*- Kc£M 
«rr*tfc*t. BEE • B£B©IMt*E«r©B(cfT3 

[0 0 3 4] Ub'L. BEE*B3»l©nfMrKc©nr 
7)ltl;:Bl£fT5<!:43t. *rfcJ9:tf7*-*£jM-«S 
77>±E-il©fflS*tf. >Ra7>£Bfcto7*#4ft 

st bee • «x»7)iMt 

K<fc3ftS^mcib^7Sft±«^?-7t4<. □> 
hP-/l/*-Kc*B*r-r*Ct[=J:y. P> hP-;l/ 
*-Kc©fc*ayx*-*ffi±T*Ct*#Jlfct»© 
7»*. 

[0 0 3 5] ±»LfcBE***L7» ft* 

fctt*7IOI±7)IIB*Ji*>T C 1 4 < P V h P-7U* 
- K c OttBBSlcot'TOflWIttSaaEKlt^T J: V 
-iwti±zvzz£ti<ttixzT-4mmgx, x-*g 
(isa. &zm#&mmrzz£*Bn£ti. 

[0 0 3 6] 

[BB*»*r*fctt7)#®] S$5 1 !B«7)*5£BS 

14. x - £ gffgB6' 6 7) x— St « 

IS2*#Stt#«t. MfB«2IS*ie#^L'T. lulBx 
-*Sfl»BlC7*-*7>IES*1MT-*IEaS¥«t. 
l9IBBaSSilx*7 !f -«*W3e©7-^+-Kw(c»^t' 
7WWbT*«lWWb¥«t. *7>7-**-Kw* 
□ V hP-;l/+-K clc*2H,'7BWfl;U SulBx — P 



gftgB'\&3S2Bg^b#®t. 83E3VhP-ib+ 
-K c©4/aiCjpJSr«*MM8**BSi!r-&«®MBlS 
&£#&<!:. ESU:£«i!rtifc:j>hP-/l/*-Kc© 
£BKI4-BtSE*££ftfc«MBISt* 

Bfr**l©B«t*f!lSLT. *ff/c4P>hP-lU 

+-K c*SJ#r*a> hP-iU*-^B#«t*fll 
*. BuI3PVhP-;l/+-Kc*WdCM»r?^li 
£. itfB*iSffigf££. MIBS 1 7)H&£=ert3fulBx- 
* gfflga ic Kjg-r 5 1, 73735 *t-* '&mwT& 

3o 

[0 0 3 7] S$)S2Ett 73*5^1*. x-*g«BB 

frscx-^BaaEssa^tiisaiBSS^a 

t. iWBIBaaE»lc»-3l'T, 1flEx-*g{B£BtCx 
-*7HSa£*fr5x-*IEa£#at. mlBISaS?n*T 
-^^$©7-7+- K wlcS^TBi^b-r^m 1 
BS^k#St. f©7-7T-Kw^>l-P-/W- 
Kc|c*-3l'T(WfkL. ttET-*gflHSB'\aS*B 
2Bg*ft#at. «f44aVhP->U*-Kc*«Effl1- 
sn>hp-/u*-£j5g#at. asjcfiastifcpv 
hP-;b+-K caBWXtt-BtffiEtfafclcBlMitl 
/cP>hP-;U+-Kct. ^ft6^aatf«®2© 

lulBPV KP-7U+-K ctf*f/-cltJHfr? 

iluSBS2 7)iI@a7)3£(lga£ 

BrsiWBx-^asBBteiEairstoTsax-^ 

sum?**. 

[0 0 3 8] B$g3EB©*£B& M#«1Xtt2 
K«7)x- * ^fggiSlC x- * 5 

#®t. «EISBE*ti:a^'TirEx-*3SSB* 
SKB*ftT<*«Wb£*ifc7-**-Kw*. P> 
hP-;U*-Kc7$irratt i tlc. BHWbtftifeT 
-7*^. *©9-**-Kwfc*^i'7»tt**ira* 
H5#St. «E7-7*-Kw©*RfcEfcfyEStlfc 
lulBP > h P-/U+- K c £JSMtfN8 1 L7!B1f T 3d 
E««Ett#ats iiuiBS 1 ©BKX»t3EEHa«S 
*WSB*H«l!#«t. iiuiBte*rt7*i7l'3S 1 7)11* 
xtiis^at. HuSBdstf$BiBa#®iciBa?tiTi'5 
ia*©P>hP-7U+-Kcro^SPX«-BPt. B$£ 
1 Xtt2EK©«[Ex-5>EflBB»6BEf tiT< 3 
BuEffiSaatlcS^fl'T. *f44P> HP-/U+-K 
c *SBr*a> h P-;b+-^#Kt^«^fcx- 
7§f8BTS5„ 

[0 0 3 9] B«B1 1 !S*cCD*?P^;t. ±130^+1*' 
3 V tf a - 

4HcWrl!r-&*fed6©rP^A*EaL4jift?* 

[0 040] 

[ ^(DHUco^] J-XTtc. *5£037>Hj!7>ffJ*§£[3 
[004 1] (SI ©Btt©^E) H1 1 ^ *5§0^7)- 
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nmvBmic font s 9- - * asfigs&tfx- * %\mw 
<m&*mrmimv*Vs jxtu:, 
s, xmmwmomm^ fa, *ns so 

JBBTtt, H6?WB3Lfc«,©£, S*tt(cni:«lJ$© 
&©fcf4, 

fCo 

[0 0 4 2] HI KjjVf S T B 1 0 0K14, BEfciE^fc 
H6£RMilC, 9— *g<§i**«IB£LTVTRSS 
(a) 200, VTRg* (b) 3 00, IBSigB 
(c) 400&tfTVgB (d) 5 0 0jb«£*lTl' 
s*j»?*So fa, hits, ra©3B£±, «*£■ 
t LT V T RSB (a) 2 0 0©»«t BRU 
gB©IBR*^BgLfc„ Ctl6IBR«imifc£*SB 
3 0 0~5 0 0li, JXTlCxE^SVTRgB (a) 20 

0 ©ftR£S*ntEim©ft£^3.TV«. 

[0 0 4 3] HMCfol'T, jfef, STB100CM 
£^So 

[ o o 4 4 ] sp-5, 1 o 1 1* , 1 o 

2 1 6'50AVf- ££7 — X+-Kw[tJ:tlBi^br 
S^JBTfcS. £<MIBB¥R1 0 2tt, a£*gB<k© 
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